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Copyright & Information

© Copyright 2003 - 2021 TTI and Nautics Group - All rights reserved.

No part of this publication or associated software may be copied without the
written permission of TTI and Nautics Group. You may not modify, adapt,
translate, reverse engineer, disassemble or create derivative works based on
the hardware, firmware, software, or documentation.

Condition of Use
The user undertakes that,

e  They are a bona fide law enforcement agency with technical capabilities.

e The Joey Software is being used to fulfil official requirements.

e The Joey Software will be used with discretion.

e  Precautions will be undertaken to keep details restricted to members of
their organization requiring such information.

The user acknowledges that,

o The Joey Hardware and Software is for use by law enforcement
agencies.

e« The Joey Hardware and Software may not comply with
government type approval.

e The users will be responsible for satisfying themselves that the Joey
Hardware and Software may be legally operated in the district
where the user intends to deploy it.

Disclaimer

Care has been taken in assuring the quality of the Joey Hardware and
Software but the developers, TTI and Nautics Group and any associated
company, distributor or reseller do not accept responsibility for errors. In no
event shall the aforementioned parties be liable for any loss of profit or any
other commercial damage including, but not limited to, special, incidental,
consequential or other damages arising from the provision of the Joey
Hardware and Software or peripherals to the user.
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This document is Revision #44453.
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1. JOEY SOFTWARE

The Joey Software package is used to configure and download
audio recordings from the JOEY line of Transcorders from TTI such
as the Joey 1300, the BELT-Joey, CELL-Joey, J1W, or Joey2.

The program also offers file conversion, playback facilities and
limited audio enhancement and recording timers.

1.1 Computer Hardware Requirements
The recommended minimum requirements for Joey Software are,

Pentium 4 2GHz CPU

512MB of RAM

Windows™ 10 or 11 operating system

Backwards compatible to Windows XP

One USB port

Sound card

50MB of hard disk space available

CD writer + DirectCD™ or similar real-time writing
software

Note: Up to 6GB free hard disk space is recommended for
storage and conversion of recordings.

1.2 USB Download Cables

Figure 1, The USB Download cables: Dongle 1 and Dongle 3
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2. INSTALLING JOEY SOFTWARE

To install the Joey Software package onto a Windows™ computer,
you must log on to the computer with full Administrator privileges.

1. Insert the supplied Joey Software media into your computer.

2. If prompted by your operating system, select:
Run JoeySetup_verx.x.x.exe.

3. If your version of Windows does not prompt you to run the
Setup program:

Open Windows File Explorer and navigate to your media drive.
Double click JoeySetup_verx.x.x.exe

(where verx.x.x is the version of the software).

4. You may then be asked for permission to allow Joey
Software to make changes to your computer, select Yes to
continue installation

© TTI and Nautics Group 10 Law Enforcement ONLY
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% Welcome x

Welcome to Joey Setup program. T hiz progranm will
inztall Joey o pour computer.
ey

It iz strongly recommended that you exit all Windows programs
befare running this Setup Pragram.

Click Cancel to guit Setup and cloze any programs you have
running. Click Mest to continue with the Setup program .

WARNIMG: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portiorn of it, may result in severe civil and criminal penalties,
and will be prosecuted to the masinum extent poszible under
vy

Cancel

Figure 2, Joey Software Welcome screen

Press

If you have installed the Joey Software package previously the
following window is displayed.

A werzion of Joey iz currently installed an thiz
systemn. Do you want o continue the install?

Press to continue with the installation.

© TTI and Nautics Group 11 Law Enforcement ONLY
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Installing Joey Software

The software license and copyright notice are displayed. Ensure you
read the full license and understand your obligations.

£} Read Me File

SOFTwWARE PRODUCT LICENSE

Joey

COPYRIGHT NOTICE

Copyright (o] 2002-2027 Mauticz Group - All rightz

reserved.

Mo part of this publication or associated zoftware may be
caopied without the written permizzsion of Mautic: Group.

LICENCE

< Back

Cancel

Figure 3, Joey Software Copyright Notice

Press

© TTI and Nautics Group 12
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On the Choose Destination Location window, click Browse to
navigate to the location where you want to install the Joey

Software.

% Choose Destination Location

Setup will inztall Joey in the follawing Folder.

To install into a different folder, click Browse, and select
anather falder.

“Y'ou can chooze not to inztall Joey by clicking Cancel to exit
Setup.

Destination Folder
C:\Prograri Files (#8EAT T 1% oey Browse. ..

Cancel |

Figure 4, Joey Software Folder selection

Enter the destination folder where you want to install the software. If
you an unsure, it is recommended that you accept the default values.

Press .

© TTI and Nautics Group 13 Law Enforcement ONLY
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On the Select Program Manager Group window, select the name of
the Program Manager group from the list to which to add the Joey
Software icons.

% Select Program Manager Group X

Enter the name of the Program Manager group to add Joey
icong to:

Joey

7 Zip ~
Aoceszsibility

Accessones

Administrative Tools

ADC G-Menu

Brother

Chrome Apps

Cizco Webex Meetings Desktop App

GEMS

Geonautics

Java

Joey

Lenovo ThinkWantage Tools

Logitech A

< Back Cancel

Press .

© TTI and Nautics Group 14 Law Enforcement ONLY
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On the Select Installation Language window, select the language to
be used with the Joey Software.

% Select Installation Language

Select the desired language to be used with Joey.

Deutsch
French
Italian
Portuguese
Croatian
Spanizh
Palish

< Back Catcel

Press .

© TTI and Nautics Group 15 Law Enforcement ONLY
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A message is displayed indicating that documentation associated with
Joey Software (including this help file) is distributed in Adobe
Acrobat format.

% Acrobat Reader *
I order to read the Joep documentation, Adobe Acrobat
Reader [Version 5.0 or higher] must be installed.

Adobe Acrobat version 21.5.20060.50737 iz already installed
on thiz machine.

< Back Cancel

Figure 5, Joey Software & Acrobat Reader

Press .

© TTI and Nautics Group 16 Law Enforcement ONLY
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% Start Installation x

You are now ready to install Joey,

Press the Mest button to begin the installation or the Back
button to re-enter the installation information.

< Back Cancel

Figure 6, Joey Software Installation

Joey Software is now ready to be installed.

Press to perform the installation.

A progress window appears while the program components are
installed.

© TTI and Nautics Group 17 Law Enforcement ONLY
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On completion the Driver Notification window is displayed.

28 Driver Notification x

For new users, or for driver updates:
The Dongle drivers will be installed next
Note the location of the drivers here:
“C:\Program Files [#86)5T TI% oephDriversh"

If & reinstall of the drivers are needed, please access
this directory to start the process

Cancel ‘

Figure 7, Joey Software Driver Notification

Observe the information regarding the driver locations in the window

above, and Press =2

© TTI and Nautics Group 18 Law Enforcement ONLY
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The installation complete window is displayed.

Joey has been successfully installed,

For driver installation and product uzer guides. refer to the
following directary: "'C:\Program Files [#88)% oep'Manualsh.

Press the Finizh button to exit this installation.

Cancel

Figure 8, Joey Software Installation Complete

Press .
You are prompted to reboot the computer.

Press to reboot the system immediately.

0 The computer must be rebooted before the Joey Software

can be run.

© TTI and Nautics Group 19 Law Enforcement ONLY
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3. CONNECTING THE HARDWARE

The Joey hardware is connected to a computer using one of two
types of USB Downloader cables: Dongle1 or Dongle3.

The Dongle1 USB Downloader cable has a download speed of
around 11MB per minute and can be used with all Joey models.

The Dongle3 USB Downloader cable has typical speeds of 90MB
per minute (connected to USB 2.0), where the hardware supports the
faster download. For hardware without faster download support,
around 9MB per minute is achieved.

Figure 9, Connecting a Joey via the Dongle 1 USB Download Cable

If the USB Downloader Dongle has not previously been connected to
the computer, a driver must be installed.

A step-by-step guide for Installing the USB device drivers is described
in APPENDIX A.

Ensure the Joey Software installation media is in the computer. (If
you have previously installed Joey Software and an auto-install

begins press LI when you are warned it is already installed.)

© TTI and Nautics Group 20 Law Enforcement ONLY
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3.1 Connecting USB Download cable

USB
Download
Cable

Figure 10, Connect USB Downloader Cable & Joey to a Computer

When the Joey is connected to the computer, the recorder portion of
the hardware can be configured to the desired operational parameters
and recordings downloaded using the Joey Software package. See
Section 4.

When using the USB Downloader Cable, the recorder draws power
directly from the computer, so there is no need for a battery to be
present.

download cable, the JOEY SOFTWARE must be

@ When powering the device from a Dongle 3 USB
running to enable the Dongle.

When the Joey hardware is disconnected from the USB Downloader
Cable, the Joey recorder remembers the programmed configuration
parameters and operates according to those parameters the next time
power is applied.

low-profile computers, The use of an externally
powered USB Hub is advised if communication is
erratic.

@ Issues may arise with USB ports on some laptops and

© TTI and Nautics Group 21 Law Enforcement ONLY
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4. RUNNING JOEY SOFTWARE

In all versions of Windows, you can use the Windows™ Start menu
or the desktop icon to run Joey Software.

¥

loey

In Windows 10 and 8 you can also select Search and then
select Joey from the application list.

The first time the Joey Software is opened a profile needs to be
selected. For the initial opeing, select the “joey.ini” profile and click
on the “Open” button. Profiles are explained in Section 4.3.

Choose Read-Only Profiles M
Lock jn: |L'f) Profiles j I‘j‘ =~
3 5. }Joey.ini
My Fecent
Docurnents
7"_'.'
F
Desktop

tdy Documents

i
o
@
&
=1
&

File name: | ﬂ Open |
~| Cancel

MyMatwak  Files of type: | Profiles ~ini)
Places ™ Open as read-only

Figure 11, Selecting the Joey Profile

On the first run, after the profiles window is closed, the configuration
window appears. See Section 4.2 for details.

© TTI and Nautics Group 23 Law Enforcement ONLY
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4.1 Joey Software Main Window

If a PIN has been set (Section 4.18) or the recorder has “timer record
mode” enabled (Section 4.19), an option window opens, requesting
further user input, if not, the main program window opens.

The Joey Software program status displays “No Device Connected”
until communication is achieved with the connected dongle.

When the hardware is connected to the computer the Joey Software
automatically tries to interrogate the unit for its current profile and
provides a listing of audio recordings currently residing in the
recorder's memory.

File Commands Query Tools |ntegrations Help

Serial No. :| * | ] |
Erase Recorder |
Recording Profile :  |[AEE0NEEERE] T Set Recorder |

Status . Mo Device Cornected. Available: b ss

Recorder—

Numher‘ Start Time | Diuration | 4 | Badl Sample Rate | Bits Channels

0 Recordings

File: Prefix: IDEfGU" Download | Downlaad Time: I
ﬂ ﬂﬂ Mow Playing: I

00:00:00 [e:00:00

Figure 12, Joey Software Main Window

Buttons and menu items that are not currently available are
greyed out until such time that they can be used.

© TTI and Nautics Group 24 Law Enforcement ONLY
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4.2 Configuring Joey Software

The configuration window is accessed from the tools
menu and is displayed automatically the first time EditProfies. .

the Joey Software program is run. "”ﬁ““"“"'”“'
iew Log

— Connection
Recorder iz connected on: NOME

Dawnload Block Size; Hin " Hiax

[T Enable Dongle2/3 High-speed D ownload

— Downloads

Folder for downloaded [*.ix2] files: Browse... |

IE:'\F‘ngram Filez [#86])'\Joey

W Automatically decrypt downloaded files

Falder for decrypted [ wav) files: Browse... |

IE:'\F‘ngram Filez [#86])\Joey

Create new ix2 file after: IEI [T MegaBytes

Create new wave file after:

I':I [T Minutes I':' [~ MegaButes

—Read-Only Profiles

W Load Read-Only Profiles Browse. .. |

IE:HF'ru:ugram Files [#86])% oevhProfiles'.) oey.ini

] 8 LCancel |

Figure 13, Configuration Window

Click on the drop-down list button to select the connection type
(Dongle 1) used to connect to the recorder.

© TTI and Nautics Group 25 Law Enforcement ONLY
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Connection
MOME

| |
Figure 14, Selecting the Connection type

Fecaorder iz connected on:

Canfiguration ﬁ
Connection
Recorder iz connected on: MOME j

Download Block, Size:

-

Dowrloads
Figure 15, Connection type List

The button is clicked to save the settings.

Read-Only Profiles

W Load Read-Only Profiles Browsze...

C:\Program Filesh) ney"-.F'yf'}!sU oy ini

ak. /4 LCancel |

Figure 16, Saving the Configuration Settings

The Configuration options are detailed in Table 1.

The options selected are based on the USB Downloader used and the
connected recorder, the location and options associated with the
downloaded recordings and the profile for the connected recorder.

© TTI and Nautics Group 26 Law Enforcement ONLY
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Connection

Downloads

Read-Only

Profiles

Item

Recorder is
Connected On

Connection Speed /
Recorder Port

Download Block Size

Enable Dongle2/3
High Speed Download

Browse
*.IX2 Folder

Automatically decrypt

Browse
* WAV Folder

Create new IX2 files
after

Create new wave files
after

Load Read-Only
Profiles

Browse
File and Folder

OK

Cancel

Description

None, Dongle 1, Dongle2, Dongle 3,
SF1 port, Bluetooth, Serial, or C4

If a Dongle is selected, then this lists
the available communication speeds.
If Serial Port or SF1 is selected, then
this lists available ports on computer.
Fast provides the highest speed and
should be used in most cases.

Used in conjunction with the USB
Downloader, it sets the number of
packets between acknowledgments.
Setting to Max should improve the
download speed on most computers.
Allows the user to enable high speed
(up to 90MB per minute) downloads
using the Dongle3 USB downloader.

Select *.IX2 folder

Folder to store downloaded *.1X2 files

Automatically decrypt to *.WAV after
downloading the *.IX2 file.

Select *.WAYV folder
Folder to store converted *.WAV files

Allows download to be split into
multiple files based on size, click on
Megabytes to select size

Allows download to be split into
multiple files base on time/size, click
on Minutes to select time / click on
Megabytes to select size

Allow Read-Only profiles to be
loaded to profile list of Joey Software,
Section 4.4.1

Select Read-Only Profile file

Read-Only Profile File currently
loaded

Accept configuration changes

Cancel the modification

Table 1, Configuration Items

© TTI and Nautics Group
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4.2.1 Configuration For Donglel

When a Dongle1 USB Downloader is used, choose the “Donglel”
from the drop-down list next to “Recorder is connected on:” in the
Configuration window also select “Fast” from the drop-down list next
to “Connection Speed”. Adjust the speed setting if communication

issues arise.

Configuration @

Connection
Recorder iz connected on: |D|:ungle I hd

Connection S peed

Download Block Size: _|—

~
Figure 17, Donglel Configuration Window

4.2.2 Configuration for Dongle3

All FULL FEATURED JOEY UNITS (with Keyfob Remote) are
capable of high-speed download with the optional Dongle3 USB
downloader.

s A
Configuration I&J
Connection
Recarder iz connected ot; |D|:ungln33 j
Connection Speed |Fa$t j

J— bl &

[v Enable Dongle2/3 High-speed Download

Download Block Size: Min

Figure 18, Dongle3 Configuration Window

When a Dongle3 is used, choose “Dongle3” from the drop-down
list” in the Configuration window. Select “Fast” for “Connection
Speed” and adjust the “Download Block Size:” to “max”.
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If the download speed is erratic:

First, reduce the Download Block size. If no improvement, disable the
high-speed download. Lastly, reduce the connection speed.

The driver for the Dongle3 USB .orm

downloader can be located in the driver’s () AcroRead
sub-directory in the Joey directory under ‘4 Jg";" s
ongle
program files. & Dongle
L GSerial
10 QuickUSB

NOTE: ALL "Joey LITE" models as well as a J1 and J2
model have NO high-speed download available and
NO upgrade path to the full featured Joey hardware
which include the keyfob remote.

4.2.3 File Size Limitations and FAT32

The FAT32 file system has a 4 Gigabyte (4GB) file size limitation,
though most recent computers use the NTFES file system (Windows™
10 and backwards through some XP systems) and therefore do not
have this limitation.

When Joey Software has been installed on a computer that has the
4 GB file size limitation, or writes to a location with that limitation,
the software opens a warning window indicating that the File system
is FAT32 and files larger than 4 GB are not allowed.

.Joe‘,' lﬁ

) The selected recording's IX2 file would be too large to store on the selected volume.

Please open the Tools/Configuration menu item to configure IX2 file splitting.

Figure 19, File Size warning

To overcome this limitation, Joey Software provides an option for
breaking the file into acceptable sizes. The settings tell the software to
begin a new file after a pre-set number of bytes to a maximum of 2047
Megabytes (MB). With this setting for example, a 4GB recording is
split into two 2047 Megabyte2047MB files.

Joey Software also has an option of setting a time limitation on
the wave file created before a new file begins, this can be set from 1 to

© TTI and Nautics Group 29 Law Enforcement ONLY



Joey Software Manual - Ver 44453 Running Joey Software

6000 minutes (0 is deemed as NOT Selected). Note: A Wave file
(-\WAYV) does not exceed 2048 Megabytes in either setting of size or
time.
A wave file does not exceed 2048MegaBytes in either setting
of size or time.

Confapuntion ==
Corechin
Reconder o connectedon. | Dangie| -

Dipurload Bleck Saw |
-

Dromwrioads
Folder bor dosloaded a2 fles B -
L : I204? v
St Create new .ix2 file after: ¥ MegaBytes

Ak it s | Create new wave file after

rumpcepestmetes 0|6 [ Mjnutes | ™ MeaaBytes

C\Proguan P\

¥ Load Pead-Orly Pofies Browse |
[EProgran Fiei\Josy Froiies oy m

& Corcel
Figure 20, Settings to create files size and time

4.2.4 Connection Status

File Commands Query Tools Integrations

Serial No.

Recording Profils :

Status : Mo Device Connected,

I Number| Start Time | Diuration | X

Figure 21, Connection Status

In the main Joey Software window, details of the current
connection with the recorder (Status) are shown. The message changes
depending on the connection with the computer.

Status (Dongle 1 Selected) Message
No download cable connected No Device Connected
R Looking for Recorder on Dongle 1 or
Dongle3
Recorder connected Connected to Recorder
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Recorder under timer control Recorder is in timer mode

Recorder is password protected = Unit xxxxx is password protected

Table 2, USB Downloader Connection Messages

Once a recorder is located, the software automatically tries to
interrogate the unit for its current profile and provides a listing of
audio recordings currently residing in the recorder's memory.

4.2.5 Updated Display

When a recorder is first connected to the computer and the Joey
Software program is open, the recorder is interrogated, and the
program’s main window is updated to display the latest information
from the device.

This results in the recording list being shown and the profile changing
to indicate the recorder's current settings. If a profile is not available
for the recorder's current settings, the parameters of the No Match
profile (see Section 4.4.3) are changed to reflect the settings retrieved
from the recorder.

File Commands Query Tools |ntegrations Help

Recorder

Serial Mo, A3-00001: |[Joe_l,l] Best Quality ﬂ J
Erase Recorder
Recording Profile : |[Joey] Best Quality j Set Recorder Q

Status . Connected to Recorder Awailable: £:44:11 2860 ME

Mumber Start Time Duration | % | Bad | Sample Aate | Bits Charnels
: ] 0:01:13 0 11025 8 Maono

Recording: 280. Details: 11025Hz 8Bits Mano I%2: 0.8 MB Wit 0.8 MB

File Prefie: |Defaul Download Download Time:

J J J Mow Playing: |C.\F’rugram Files [#86]4 oeyhDefaul 43-00007. 280,007 ix2

121727 Tue Tue. 05 Aug 2014, 1217:27 12:18:40. Tue

Figure 22, Updated Main Window
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4.2.6 Communications Log

The Communications Log is a useful tool and can be accessed from
the Tools menu. Click on “View Log” and the Log window opens.
The Communications Log is used to view the communications from
the computer to the recorder and responses from the recorder to the

computer.

B Communications Log

Joey Release Version 3.1.36, build 14 - Session Commenced.
Opened Device Connection [Dongle 1]

Handle Orline message

Requesting speed change

<< $42,COM 3000000

> $&2ACK COM 2000000

Handle Speed Change

Device Connected at 2000000 bps

Fiequesting firmware vergion from device

<< $AZVER

»» $82 ACK VER FOB 1.03.15:26:02 Mar £ 2008
Handle Firrrweare Version

<< $A2L5T

»» $82ACK LST AZ-00001,1

Handle List Start

Listing 1 recordings on unit 43-0000

>y $82MSGLST 280110258, 1 DFF 20140805,121727 1577
»» $82MSGLST END.OSHOR

Requesting recording palameters

»» $2ACKLED.3

Handie LED state

<< $A2TYP

File Commands Query | Tools | Integrations

Edit Profiles...
Serial Mo, 4300001: [|J

Configuration...
Recording Profile : m View Log
Statuz: Co

Administration...

uration

Recording: 280. Details: 11025Hz 8Bits Mono

File Prefis; |Default Download

»r $R2ACK TYP11025,8,1.0FF0
Handle Recording Parameters
Requesting Flash Configuiation

<< §A2 FLASH

»> $024CK FLASH Bank 1,daecBank 2,00
Fiequesting Free Space

<< $A2FREE

»» $82ACK FREE 522198

Handle Free Memary

Hequashng Device Time

< $A

¥ $A2ACK TIME 201 40805,122129,80
<< §A2 WO

NOTE: WO feature not detected.

1217:27. Tue

J J J Now Playing: |C:\Program Files <864 oey

Tue. 05 Aua 2074,

Figure 23, Communications Log

The Log may show dots ( ..... ) indicating retries (during downloads.)
If these occur frequently, the Connection Speed setting or the block
size may need to be reduced, particularly when using the Dongle3
USB downloader. See Section 4.2.2

Retries may also occur with USB ports on some laptops and low-
profile Computers, the use of an externally powered USB Hub is
advised in these cases.

Right clicking on the Communications log window allows an
option to “Open Log” in Notepad.
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4.3 Time and Date

When a device is connected to Joey Software and the on-board
real time clock is out by more than 60 seconds against the clock of the
PC, the “Device Clock Out of Sync” window opens, allowing the user

or "% |the clock settings.

Device Clack Out Of Sync

Joey haz detected that the onboard clock of
the connected unit iz out of sunc with this PC's
clock by more than B0 seconds.

Do you want to zet the clock or ignore?

Set lgnare

[ Do not show thiz message again

Figure 24, Clock out of Sync window
When the Set Button is clicked, the Time & Date window opens.

The operator can choose to synchronise the time to the computer or set
an alternative time by unchecking the “Sync to PC” checkbox. To
disable this window from appearing, select the checkbox for the Do
not show this message again ficld.

It is expected that the time drifts at a maximum rate of up to five
seconds per day.

Time and Date Iéj

v Sync TaPC | J | _—

Current Fecarder |Sat, 01 Jan 2000 |DD:DEI:38

Set Time | LClose |

Figure 25, Set Time and Date
A Prior to using the recorder, ensure it has the correct

date and time stored in its internal real time clock.
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Commands Query Too
The Time and Date can be entered manually Download
through the “Time and Date” option in the
Commands menu Timer Recording...
’ Set or Clear PIN...
LED Operation »

4.4 Profiles vox )

A profile is basically the setup of the audio parameters of the recorder.
The profile tells the recorder at what sampling rate, how many
channels, and storage method to use when recording the audio files.
Once a profile is loaded into a recorder it is used every time it needs to
make a recording until a new profile is loaded into the device.

There are three types of profiles that the Joey Software program
can handle,

e  Read-Only
e  User Saved
e  No Match

Read-Only profiles are profiles that can be loaded into Joey
Software from files provided with the software (Joey.ini). This
allows system administrators to load the same profile list for every
installation of the program they run so that user errors can be
minimized. These profiles cannot be deleted from the list unless the
entire file is deselected. See Section 4.4.1 Loading Read-Only
Profiles.

User saved profiles are profiles created and saved within the program
itself. A user may take a Read-Only profile, adjust a parameter or two
and then save as a new profile. If no profiles are loaded to select from,
a user may create a new profile, and save for future use. User Profiles
are grouped according to device type, see Section 4.4.2 Editing
Profiles.

No Match profiles are profiles contained on the recording device that
do not correlate to any in the current profile list. This may occur if a
device is setup on one PC and then taken and used on another PC. See
Section 4.4.3 No Match Profiles.
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4.4.1 Loading Read-Only Profiles

A read-only profile file may be loaded into Joey [EEd
Software from the configuration window. EcitProffes...

Configuration...
View Log

— Connection
Recorder iz connected on: Dongle |

Connection 5peed IFast ;I
Dawnload Block Size; Hin " Hiax

[T Enable Dongle2/3 High-speed D ownload

— Downloads

Folder for downloaded [*.ix2] files: Browse... |

IE:'\F‘ngram Filez [#86])'\Joey

W Automatically decrypt downloaded files

Falder for decrypted [ wav) files: Browse... |

IE:'\F‘ngram Filez [#86])\Joey

Create new ix2 file after: IEI [T MegaBytes

Create new wave file after:

I':I [T Minutes I':' [~ MegaButes

—Read-Only Profiles

W Load Read-Only Profiles Browse. .. |

IE:HF'ru:ugram Files [#86])% oevhProfiles'.) oey.ini

] 8 LCancel |

Figure 26, Configuration Window
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To load a profile file, select the “Load Read-Only Profiles” tick box

and then click on the button to choose a file. This opens the
“Choose Read Only Profiles” window

T i « Joey » Profiles v ¢ Search Profiles el
Organize ~ MNew folder ==~ [@M @
J’ Music () Mame ° Date modified Type
[ Pictures . -
K £ | Joey.ini 21/12/2000 454 PM  Configur;
=] Subversion
i Videos
% Computer
i, 05
s Removable Disk v € >
File name: |m v| ‘Proﬂles(’.mi] v|
| Open ‘ | Cancel |

Figure 27, Load Profiles Window

Choose the appropriate profile file for your recorder (the Joey devices
have only one profile file) and click the button. By default,
the “Read Only” profiles are installed in the Profiles directory of the
Joey Software.

When the profile is loaded the list of options is displayed by clicking
on the list button on the right-hand side of the “Recording Profile”
caption. This list is updated with the new Read-Only profiles and any
User Saved profiles already in the system.

File Commands Query Tools [ntegrations Help

Recorder

Senal Mo, A3-00001: I[Jusy] Best Quality .l | |
Eraze Recorder
FRecarding Profile : I[Juey] Best Quality ;I Set Recorder |

Status Available: £:44:11 200.0MB
[Joey) Good Quality
Murner 5talJoey) Long Flay mple Rate | Bits | Chanrels
R0 Tur MR Aun 24 121727 nm-3 n n 11N2R A Mrnn

Figure 28, Profile List
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4.4.2 Edit Profiles

An existing profile may be edited, or a new profile
created through the Tools menu in the main Edit Profiles. .

window. gonﬁgurahon Grs
View Log

When “Read Only Profiles” are loaded, clicking on “Edit Profiles”
results in the following window being displayed.
This can be done with or without a Joey device connected.

A3 Profile;

— Recorder Properties

Sample Bate: Bits per Sample: Channels:

RIS B >l Mona =]

Recording Time [Available Space): B:44:11

— Mic Boost

M futo

Fin l ET
[Dizca) [Library]

Delete Save Save As | Cloze

Figure 29, Edit Profiles Window
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To modify a profile, change the items as desired.

Item Description
J2/A5/A3 Profile The series device connected
Sample Rate Higher the number, better the quality
Recorder Bits / Sample  Higher the number, better the quali
Properties its / Sample igher the nu r, better the quality
Channels Only Mono microphone is available
. Auto }/anable microphone gain based on
Microphone input
Boost Min (Disco) N/A
Max (Library) N/A
Delete Delete the current profile
Save the current profile to a new
Save As hame
Di Discards the current changes made
iscard . 2
to profile and closes profile window
Close Closes edit profile window

Table 3, Modify Profile Items

Edit Profiles =
AR Profile: | [Joey] Best Quality ﬂ

Recorder Properties
Sample Bate: Bits per Sample: LChannels:

1158 - & | Mo~
11025 T Time [Available Space). 27:02:36

Mic Boost

2 |7

| Save bz | Dizcard |

Figure 30, Modify Profile Change Sample Rate

The modified profile can be saved using _Savets | to a new profile
name or all changes can be discarded by using the 24 | button.
The available recording time is updated whenever the profile is
changed.
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Mew Profile

Enter new profile name:

|8K8

juls | LCancel |

Figure 31, Saving the new profile

When NO device is connected, and “Read Only Profiles” are loaded:
All user profiles and read only profiles are visible when the
“Recording Profile” drop down list is invoked. Any of these profiles
can be edited and saved as a new “User Profile”.

If a non- “Read Only” profile is edited, it is saved and associated with
the device type of the original profile (Joey).

When a device is connected and “Read Only” profiles are loaded:

All user profiles and Read only profiles for that device type (Joey) are
shown. Any new profile created is only associated with that type of
device.

4.4.3 No Match Profiles

These occur when a profile contained on the recording device does not
compare to any profiles currently loaded in the Joey Software
program.

Serial Mo, A3-00033 : |[N0 katch] Mono:2000.8.B oost: Auto

S
Set Recorder

Cornected to Recorder Available: 0:00:00 0.0 MB
Figure 32, No Match Profile

Recording Profile : |{{8 [N S ER 5 T

If the profile on the device is one that could be used in future, saving it
to the PC for later use is recommended. This allows the profile to be
selected from the profile list and used to setup other recording devices.
See Section 4.4.2 Editing Profiles.
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4.4.4 Changing the Profile

The recorder's profile may be changed by selecting a pre-set or
previousli/ stored profile from the drop-down list and pressing
Set Recorder

Serial Mo,  A3-20126: |[Joey]EestGuality ﬂ

Fecarding FProfile: | (osy) Best Quality v| SetRecorder | -

| wailable: B:45:11

Status : [Joey] Good Quality
MNurnber 5talloey] Lang Play mple Rate | Bits
203 Wied, 07 Jul 2010, 14:21:46 0:00.37 0 i} 11025 a

Figure 33, Profile Selection

Alternatively, users can create their own profile. See Section 4.4.2.

4.5 VOX and LED Operation

The VOX and LED operations are not supported in the Joey devices,
so these options have no affect.

4.6 Making a Recording

After configuring the recorder, ensure there is adequate record time
available to make a recording | Availsble: 01:03:32 254.F ME

To initiate a recording from the software, click the record icon ﬂ and
click the stop icon ﬂ to stop the recording.

A recording based on the current profile is created. Ensure a
microphone is connected, otherwise a blank recording is made.

When the stop button is clicked, the recording is displayed in the
window, which can now be downloaded. See Section 4.8
Downloading the Recorder.

Alternatively, disconnect the recorder from the computer and use it in
stand-alone mode.

Recordings made while attached to the computer are of a
4 quality slightly lower than similar recordings made with a
6 battery in stand-alone mode. Quality acceptance testing
should only be performed using stand-alone mode with a
battery.

© TTI and Nautics Group 40 Law Enforcement ONLY



Joey Software Manual - Ver 44453 Running Joey Software

4.7 Recording List

The recording list is automatically updated to display the recordings
currently stored within the recorder's internal memory when a recorder
is connected to the computer.

Murnber Start Time Druration % | Bad | Sample Rate | Bits Channels
a3 Fri. 27 Mow 2009, 09:50:48 0:04:42 0 0 8000 4 Maono
50 Fri. 27 Mow 2009, 09:58:15 0:02:48 1] 1] 8000 4 Maono
Ell Fri. 27 Mov 2009, 10:01:11 0:00:16 1] 1] 8000 4 Maono
92 Fri, 27 Mow 2009, 10:01:45 0:06:05 a0 a0 5000 4 Maono
93 Fri, , ] 2 5 0 [ a0 4 Mono

Figure 34, Device Recording List

Field Description
Number Unique Recording number
Start Time Start Time and Date for recording
Duration Length of recording hh:mm:ss
% Percentage already downloaded
Bad Number of bad blocks found
Sample Rate Sample rate of the recording in Hz
Bits Number of bits used for each sample
Channels Number of audio channels (mono or stereo)

Table 4, Description of Device Recording List

A sample of the currently selected recording can be displayed by
clicking on the text in the audio player window. Approximately 300
points of the wave are downloaded for a quick visual pre-scan. This
sample is not saved.

Flayer

J J J Now Playing: [C\Pragrem Files'Josy*Defaul 1200074 93,001 12 L]

10:10:58. Fri Fii. 27 Now 2009, 10:10:58 121502 Fii

\|||||’Iulwll\Ir|n|I||(n'n||||----l- --‘-nll|‘"||||||-n|||wwul--|-I-Ni"i-lnim-mn-‘l--||{||-1|\}||||--n|||||I|\I|||wll\-|nu|-lul-Lwli---Hn|-ll\-n-ql||||||n‘bI\|||I|||ulmwiul-||‘-lu-l-lln-r\l-‘ll||lrl|-

10:071:45. Fri Fri. 27 Moy 2009. 10:01:45 10:07:50. Fri
Figure 35, View the Recording Sample after download
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4.8 Downloading the Recorder

Enter a file prefix Fiefref [oefai if desired, in the field

provided. The “file prefix” is used in the name of the recording that is
being downloaded and is appended to the file name, for example:
file_prefix.unit_id.recording_number.segment_number.IX2.

If the software is configured to convert the *.I1X2 file to * WAV
automatically (See Section 4.2), the audio is stored in wave format
with the file name:

file_prefix.unit_id.recording number.segment_number.wav_split
_number.WAYV.

The configuration window is used to change the location where
downloaded recordings are stored and enables the *.IX2 or * WAV
file to be split to multiple files starting at **,001.IX2 and
*p001.00.WAV respectively. See Section 4.2.

Using the mouse, move the cursor over the files, click to select the
recording to be downloaded.

Mumber Start Time Dwration | % | Bad | Sample Rate | Bits Channels
29 Fri, 27 Nov 2004, 09:50:48 0:04:42 0 0 8000 4 Maono
90 Fri, 27 Nov 2004, 09:58:15 0:02:48 1] 1] 8000 4 Maono
Ell : 0:00:16 ] 1] 8000 4 Maono
92 0:06:05 a 8000 4 Mono
93 15 000 4 Mano

Figure 36, Selecting a Recording to Download

As recordings are selected and deselected, the disk space required by
the *.IX2 and *.WAV (optional) files is automatically updated.

| Recording: 33, Details: 8000Hz 4Bitz Mono [%2: 30.3 MB Wik g A MB
Figure 37, Storage Space Required for Download

Use the <Ctrl> or <Shift> keys to select multiple recordings.

Commence the download by pressing the _Bownlsad | ytt0n. The
download timer indicates the estimated time remaining to download
all the selected recordings.

Download Time: 253

The recording list updates the percentage of each file as it is
downloaded.
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4.9 Erase Recorder

When the stored recordings are no longer required, they can be erased
by clicking on the e Recordkl] by on. The Joey Software checks
to see if the recordings have been previously downloaded prior to
erasing and reconfirms the intention.

( —o

laey

"E All recordings on unit A3-31291 will be erased.
-

Are you sure you wish to continue?

Figure 38, Erase Warning

Once erased, all recordings on the recorder

A are completely removed and cannot be
recovered.

Erase can only be performed on the whole device; there is
no way to erase individual recordings.

4.10 Format Recorder

The Format command is only available from the main menu and is
used to verify that the recorder’s memory is error free, by locating and
accounting for bad memory blocks, see Bad Blocks in Section 4.11.

This command must be used with caution.
Formatting can take several hours or even days and
is only required when the device displays an
excessive number of bad blocks during downloads.
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Commands Query  Tools . .
The format Command is accessed in the

Download
Commands menu.

Time and Date. .,
Tirer Recarding...
Set or Clear PIM. ..

LED Operation 3
i Wi 3
| Erase

Law Level Format

r'j Thiz iz a diagnostic check of the device storage space.
= Formatting can take several hours and iz only required
infrequently or when the device displays data errars
during downloading.
Dizconnecting the device befare the farmat iz finished
will prolong the start-up sequence for up to 30 seconds
on the nest power-up.
ALL recordings on the unit will be LOST.

AlE You sure you wizh to continue?

Mo

Figure 39, Low Level Format Warning

As all recordings will be lost, ensure the files are not required. Joey
Software provides one last opportunity to cancel the operation and
download recordings before the format proceeds.

prerer—

"_\ NOT ALL RECORDINGS DOWNLOADED!
-

Mot all recordings on this device
have been downloaded

Are you sure you wish to continue?

Figure 40, Not All Recordings Downloaded Warning
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Formatting proceeds in a four-part process which is displayed in the
formatting window. Remember, this process takes an extended
amount of time.

Formatting unit.  A3-20126

Format Stage: 2of 4

Stage Progress:

Mirutes remaining far stage [esth Calculating. ..

WARMING: If the recorder iz removed during the
lowelevel Format, it will take up to 30 seconds before it
will rezpond on the nest power-up.

Figure 41, Formatting Progress
When the format is completed, a pop-up window indicates that the
format has finished.

rioe)f @-

! " Format Completed Successfully

Figure 42, Formatting Completed

4.11 Bad Blocks

A bad block is any area of memory inside the Recorder that is not
retaining the value sent to it during a format. These blocks are marked
as “bad” by the device to prevent corruption of the recorded data.

Use the Query menu to view the number of bad blocks discovered
during the format.

m Tools Integrations

Refresh List
1 USBVersion... Firmware Version...
jtatuz Connecu
Figure 43, Checking the percentage of Bad Blocks
With Joey devices it is not unusual for [me =
up to 2% bad blocks to be present. If you i
experience more than this, contact your Percentage of total blacks bad: 0.05%

product representative. The recorder can
handle any number of bad blocks,
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however too many bad blocks would impact on recording times and
possibly file integrity. For a more detailed look at how file integrity
works on the JOEY range of recorders see Appendix B.

Formatting the recorder locates and accounts for bad memory blocks.
After a format has been performed the list of bad blocks is updated.
See Section 4.11.

4.12 Bad Blocks and Checksum Errors

When a file is downloaded, Joey Software provides a history in
the communications log.

In the example below, a “Bad Block” is found and noted here:
BAD BLOCK ERROR: Unit: A3-20062 FILE: 00023 INDEX:
460159

In the download report, one Checksum Error and one Irregular Block
are entered.

Unit ID: A3-20062

Audio Image Number: 23

Recording Start Time: 2014/04/08 13:58:48
Recording Length: 6:45:08

Segment Start Time: 2014/04/08 13:58:48
Segment Length: 6:45:08

Sample Rate: Hz

Bits Per Sample: 8

Channels: 1

Samples Per Channel: 267992576

Unit ID Errors: 0O

File Number Errors: 0

Block Order Errors: O

Timestamp Errors: 0

Block Checksum Errors: 1

Total Irregular Blocks: 1

Further, in the recording window the bad blocks are shown in the
“Bad” column.

Status Connected to Recorder Available; 0:00:00 0.0 MB

Mumber Start Time Duration | % | Bad | Sample Rate | Bits Charnels
22 Mon, 04 Aug 2014, 08:24:02 0:00:28 1} 1} 11025 8 tono
23 Mon, D4 Aug 2014,12:52:42 E:45:08 [t 1 11025 g Moo

0 Recordings Selected Ix2 0.0 MB ‘Wi 0.0 MB

Figure 44, Bad Block in download
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When there are several “Checksum” errors without “BAD BLOCK
ERROR” being reported, then there may be a less than ideal link
between the recorder and the computer. Adjusting the download
settings may fix this problem.

Whenever a “BAD BLOCK?” is located during a download, it is added
to the bad block table during the next erase.

4.13 Recorder Refresh List

Recorder refresh is used to
refresh the file listing in the Tools _Integrations

Joey Software window. | EEET—

Click on the “Query” menu item 1  USBVersion.. s e,
select the “Recorder” option, wfis: [osy)Bestaua MEMOY 578
then the “Refresh List” from the .. ok L

Query-recorder option list.

4.14 Recorder Firmware Version

Joy [

To establish the version of firmware in the
recorder, click on the “Query” menu item | 1\
select the “Firmware Version” option.

Firmware Version: J2 01.05

Compiled: 12:05:20, Mar 9 2006

4.15 Recorder Memory Size

Joey [

To view the amount of memory available e
in the recorder, click on the “Query” menu - MakerID: 98
ChiplD: 76

item select the “Memory Size” option.
Total Capacity: 64 MB

4.16 USB Version

Provides firmware version and | useversion [
information about the USB Downloader - o
. « s . () eonautics Dongle
cable. Click on the “Query” menu item LAY b
. . it
select the “USB Version” option. St
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4.17 Playback

After downloading, the last recording is automatically selected in the
audio player and can be played back using the play ﬂ pause ﬂ and
stop ﬂ buttons.

Player
@ b Playing: |C:\Program Filess [#8E]M oephDefault A2-20127.22.001 k2 J

bl "v"""w[‘l)hﬂ\”\l\\l«\h||||w1|||||'-u|u-u-l-w

123113, Tue Tue. 05 Aug 2014.12:31:13 12:31:33. Tue

Figure 45, Recording Playback
Alternatively, position the current position of the playback cursor

(circled here) by clicking into the audio sample window and hit the
play button to play from that point.

| ] m] onrn

Player

C:%Program Files [#86]4 oeyhDefault 43-201 27.22.001 2

R R P e

123113, Tue Tue. 05 Aua 2014, 12:31:18 12:31:33. Tue
Figure 46, Playback Beginning Selection

To select a previously downloaded file, click on the corresponding
recording in the list or use the = button to browse the computer’s
disk for * IM2, *.IX2 and *. WAV files.

When playing a JOEY IM2 or IX2 file, the time and date of the
current cursor position is updated continuously. This feature is
unavailable when replaying WAYV files.
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4.18 PIN Functions

The PIN number secures the recorder so that it cannot be used with
the Joey Software program until the correct number is entered.
The PIN does not affect stand-alone operation of the recorder.

4.18.1 Setting and Clearing the PIN

Commands Query  Tools

The Set PIN widow is displayed via the Commands g
menu within the main window. ¢ Time andDate...

If a PIN is not currently set, then the following
window is displayed:

Set PINM G Format Recarder

PIN:

—
Confirm:
SetPIN_ | Cancel |

Figure 47, Setting the PIN

Enter and confirm the PIN and press the button.

Note: The PIN CANNOT be set to 0000.

If a PIN is already set on the unit, the following window is displayed
and may be used to change or clear the existing PIN.

Change Recarder PIN lﬂ—hj

odPiN: |l

Mew PIN
Clear FIN: [

Eriter:
Confirm:

Change PIN | LCancel ‘

Figure 48, Changing or Clearing the PIN
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Note: Once a PIN has been set within the Joey device, it can only
be CHANGED or RESET by first entering the original
PIN. If you have forgotten your PIN, it can only be reset
by the manufacturer.

Ensure you keep a record of your PIN in a safe place.

4.18.2 Entering the PIN

If a PIN is currently set on the recorder, the following window is
displayed every time the recorder is connected to the Joey
Software and no further action can be taken until a correct PIN has
been entered.

Recorder Protected Access Iéj

Pleasze enter your 4 digit FIN: |
Ok | Cancel |

Figure 49, PIN Entry

Once the PIN is entered the program continues as normal.

4.19 Timer Record Mode

The recorder can start and stopping recording automatically using its
timer record mode.

Note: Timer record mode places addition current requirements
on the recorder's batteries.

4.,19.1 Setting Timer Record Mode

Commands Query  Tools

The Timer Recording window is displayed using Downlnad
the Commands menu within the main window. e andiate &

Timer Recording. ..
Set or Clear PIN. ..
LED Operation 3
WO »
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The Joey devices can have up to 5 timer events.
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The operator has the option to pre-define times and dates for the

recorder to record automatically.

-
Set Recorder Timed Recordings

[=52)

Send To Recorder

| Clear Timers

Recorder Detail:
Current Time

Time Available

Cloze

| Tue, 05 Aug 2014, 124027 06:4416
Scheduled Recordings
Start Date Start Time End Date End Time Diuration

|5at.010en 2000 ~| [0000 = | Sat.00dan 2000 v| [on00 = ]
[Sat.01Jan 2000 ~| f0000 = [Sat.01Jan 2000 ~| [om00 = 0
[Sat.01Jan 2000 ~| fo0:00 = [Sat.07.Jan 2000 ~| [om00 = ]
[5at.010en 2000+ [o000 = [Sat.0dan 2000 v| [on00 = o
[Sat.01dan 2000 ~| f0000 = [Sat.01Jan 2000 ~| [om00 = ]

Time Remaining: |06:44.16

Figure 50, Set Recorder Timed Recordings

If times overlap or periods are longer than available memory on a
device, a warning message is displayed.

4.19.2 Disabling Timer Record Mode

If the recorder has any valid start times which are yet to expire, the

following window is displayed
connected to the Joey Software.

when the recording device is

Timer Recard Made Active!

[

have the following options:

2. Exit the Joey program.

Dizable

The connected Recorder iz in Timer Record mode. You

1. Dizable the Timer Record Mode.

3. Disconnect the Recorder [which will close this window).

Figure 51, Active Timer Mode

Disable the timer record mode or wait for any start times to expire

before attempting to proceed.
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4.20 Post Process Filtering

Commands  Query

Open...
Convert to WAV...

This function is not available for 8-bit WAYV files
Bxt downloaded from the Joey devices.

4.21 Converting *.IX2/IM2 files to *.WAV

The Joey Software program allows the operator to convert
previously downloaded *.IX2 or *.IM2 files into *. WAV files.

Commands Query

Open...

G
WAV Enhance... T
Exit

Figure 52, Convert to Wav menu option

Once the file has been selected, click the button. You are

asked the location and name of the file to save.

Save

Once entered, click the button.

Open |1 s
Lock.jrc [ Joey - B & B

CY
F;

My Fiecont
Diexasmerds

Demkion B Dodquie J2-0M7132. 00152

My Dotamarts
’j!
Sl
9
MyNetwod  Fie el J2-00074.92 001 02 - 0 |
L A [Datsins ] |
Files of hyper | Pscordes Fies [ "2} -] Corcet |

Figure 53, Save As dialog for File Conversion

The size of the IX2 or IM2 file and type of computer determines
processing time, the faster the computer the shorter the time to
process. Once processed, the file is ready for listening.
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4.22 Playing Native *.IX2 and *.IM2 files

The Joey Software provides an option to B Commands  Query

play previously downloaded *.IX2 files and

* IM2 files.

Open

Look v | 3 Joey

4 CidcroRead
L Dmvers
I Manuals
CPrafibes
L-'_ﬂ CyRedit
El}rhuh 12-0874.52.001 &

Deshrop | Default J2-0M74 9300 L

My Recent
Documenks

My Documents
w4
Saies0d

<

Fie pme: ]

|

- @ o B

Fies of lypm [Recondes Fies [ 2" m2)
I Open a1 jeadoriy

My Mstwork
Places

Lad Led

Lo~ ]
Cancel

Convert to WAV... ]
WAV Enhance... U
Exit

Figure 54, Open an IX2 File

Once a file has been selected, click the button.
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4.23 Joey Software Administration

The Joey Software program allows the |[Tods

administrator to hide certain parts of the Edit Profiles...
program from operators. These items are Configuration. ..
grayed out (disabled), so an operator cannot view Log

inadvertently select and alter them. e

Once selected, the following window is displayed.

r 5
Administration Iﬁ

[~ Enable Fassword Confrob

H === ==
===

I Cancel I

Figure 55, Initial security dialog
To implement security control over certain elements of the Joey
Software program, select the Enable Password Control option in the

dialog, then select any items you would like to disable from the
operator. An example is shown below:

r N
Administration &J

¥ Enable Password Cantral

Change Password |

Disable

I Set Profile I Timer Record
I¥ Edit Profiles W Erace / Famat
™ Configuration ™ PIN

[~ LED I Download

™ Transm ™ Time and Date

I~ SF1 Advanced 7 L2 Advanced

| Cancel

Figure 56, Selecting actions to mask out
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Once your selections have been made,
click the button. The
dialog to the right is displayed, asking
you to enter and confirm your
password.

Change Pazaword

When a password has been set, the
following dialog is displayed to re-
enter the Security section of Joey
Software.

Please set and canfirm the new password.

The password must have at least one
character.

Mew Password Confirnation
0K | Cancel ‘

Figure 57, Setting a password

The security settings of this program have been
pazzword-pratected

To access these seftings, pleaze enter the
password.

Enter Security Password:
i[9 |

Cancel |

Figure 58, Asking for password

4.24 Joey Software Integrations

4.24.1 Joey 2 Transmitter

Within the Joey Software integrations there is an option to change
the transmitter settings of the Joey 2

Serial Mo

Status

File Commands Query Tools BUENENTLE

J200074:  |[Joey) Besl
Recording Profile ;| [Joey) Bes

Transmitter... E

C

Number Start Timne

Figure 59, Joé'yné“Trans‘m/t{‘er Integrai;'on

Information on the transmitter settings can be found in the Joey2
User Guide. These are in the HELP menu - see Section 4.25.

Jaey2 Configuration léj
Transmitter
T Power: & High " Low

Tx Freq [MHz): |159.7625
Spacing [kHz): ’1257

Scrambler
" On + Off

Figure 60, Joey 2 Configuration
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4.24.2 Full Featured Joey (non-LITE versions) RF
Switch Keyfob Configuration

The RF Switch integration option opens the Joey keyfob configuration
window.

Joe}'
File Commands Query Tools @ITEHERGNLES

Serial Mo, A5-45004:  |[Joey] Besl

Sory Kyfoh Contfiqueatssn

Recording Profile [Joey] Bes

Statuz : C

Humber Start Time RF Switch...

. J [ eaeh todocrer -ﬂfv..-,«mmml
Figure 61, JoeyW Keyfob Configuration

Information on the Keyfob configuration can be found in the Joey
Hardware User Guides. This is in the HELP menu - see Section 4.25.

4.25 Joey Hardware User Guides

The Hardware User Guides for the range of Joey products is
available from the Help menu in the Joey Software

B o
File Commands Query Tools Integrations
Fiec  J2Help
SeislNo. 4331291, [{loey) Best ually o = JIA Help
S JIR Hel
Frecarding Profle : [[iney) Best Qusity | SetRecorder w Herp
Status : Connected to Recorder Awailsble: 13:31:12 511.8 MB Diamond Joey Help
Number Start Time Dusstion | % | Bad | Somple Pats | Bis | Channek

Figure 62, Joey Hardware User Guides
4.26 Exit Test Mode

Test mode is used for factory testing where the main file numbering is
not affected when recordings are made. If the device is in test mode a
warning screen appears.

=

Unit Infarmation

This device is in TEST MODE,

!
A If you have purchased this equipment, please contact

wour httpe s .geonautics. com representative.

Figure 63, TEST MODE warning
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Boer
To exit test mode, on the Commands menu, | Fie [N Quey Tools
s 29 Download
select “Exit Test Mode”. The recorder must be P = ]
erased before this can be achieved. Timer Recording...
Set or Clear PIN...
LED Operation »
N VOX 13
4.27 Exit the Joey Software 1

To exit the Joey Software, on the File menu,

Commands  Query select Exit.
Open...
Convert to WAV... i

WAV Enhance... |

Exit

4.28 C4 Configuration

The C4 module is the CELL-JOEY LTE cellular transceiver produced
by Nautics Group as the C4 "Wallaby".

Configurating the C4 module's APN can be done through the C4
configuration menu located under configuration menu

Here the APN, username, and password can be set or queried

APM Address |

Username |

Password |

Send ‘ Query
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APPENDIX A USB DOWNLOADER DRIVER GUIDE

A.1 Windows 10 and Windows 8 Dongle Device
Driver Installation

WINDOWS 10

The USB Downloader Cable dongle driver should automatically
install during the software installation process. To verify this, from
the Windows desktop load the System Properties by holding down
the Windows (#) key and pressing the Pause key.

Alternatively, right click on the This PC line in Windows 10 File
Explorer and select Properties from the menu that appears.

The System Properties window should now be displayed.

@ Home About

Your PC is monitored and protected. Tris page hat 2 few narw setiings

Device specifications

Fename th FC

Bt Mustaking Windows specifications

bl

Select DEVICE MANAGER from the list on the right of the screen.
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™ Device Manager — m}

File Action View Help

e @D EEIE

=

v B Frontdesk-PC

F i Audio inputs and outputs
| e Bluetooth

& Computer

- Disk drives

& Display adapters

e DVD/CD-ROM drives

i Firmware

I Human Interface Devices
== |DE ATASATAPI controllers
_T: Imaging devices

=1 Keyboards

m Mice and other pointing devices
[ Monitors

@ Metwork adapters

H Portable Devices

& Ports (COM & LPT)

<

™ Print queues

™ Printers

] Processors

7 Security devices

!t Software compenents
B Software devices

S Storage controllers
§3 System devices
¥ Universal Serial Bus controllers

i Sound, video and game controllers

ﬁ Geonautics Dongle | Device (COM3)

Expand the line item
PORTS (COM & LPT) by
clicking on the arrow to the
left of the selection.

You should see the USB
Downloader Cable dongle
listed as well as it's assigned
COM Port number.

If you do not see the dongle
listed here, you will have to
install the driver manually.

Follow the Windows &
instructions below for
manually installing  the
driver. Begin with the
instructions after DEVICE
MANAGER is open.
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WINDOWS 8
Windows 8 may not automatically ask for a driver when either dongle
1 or 3 is plugged into the computer. To manually install a Dongle

driver, connect the appropriate dongle and then select Search.

Select Control Panel.

Sound Recorder | Command Prompt

Steps Recaorder (W Computer

Sticky Notes Control Panel

Windows Fax and Default Programs
Scan

Windows Journal == File Explorer

Then select the System icon from within the control panel.

-I Performance Information
and Tools

m Programs and Features

@ Sound
@f System

é‘y Windows 7 File Recovery

EIN o ® R

Select Device Manager:

@ = 0 (M ContralPanel + Al Control Panel tems » System v & Search Contral Panel

[« | Panel Hod 3 ie i i
catrol Panel Home View basic information about your computer

‘ B Device Manager Windows edition

W TemaleTelings. Windows § Pro
roteion : N | RYY-
: Systemn protects . :IZI:}:S-mewi':CurpouhDﬂ. .. W] ndOWS 8

Get more features with a new
edition of Windows
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A Donglel device is displayed under “Other Devices” as a “Nautics
Group Dongle I”, while a Dongle3 device is displayed as a Blackfin
USB Device, as shown in the image below:

File Action View Help

e | T E HE ® EEE

File

Action

View Help

» 49 Batteries

» [2] Biometric devices

i ) Bluetooth

i+ 8 Computer

» & ControlVault Device

b Disk drives

» &, Display adapters

» U5 Human Interface Devices
b g IDE ATA/ATAPI controllers
» %5 Imaging devices

b &Y Intel WillSE

b 2= Keyboards

» I Mice and other pointing devices
Wl Manitors

» W Network adapters

4[5 Other devices

» '3 Ports (COM & LPT)

» fmh Print queues

» [} Processors

» [ Security devices

b [ Smart card readers

5 [ Software devices

» % Sound, video and game controllers
r. €% Storane contrallers

= @ HEl®E

4 54 xp-testbox
i+ (M Computer
b (= Disk drives
»» W} Display adapters
» & DVD/CD-ROM drives
» &5 Human Interface Devices
I g IDE ATAJATAPI controllers
[ <2 Keyboards
> I Mice and other pointing devices
»» W Monitors
» WF Network adapters
4 [[l5 Other devices
[y Blackfin USE Device
| BB Portable Devices
» "5 Ports (COM & LPT)
3 @ Print queues
13 B Processors
[ ﬂ Sound, video and game controllers
3 C— Storage controllers
i+ (M System devices
» § Universal Serial Bus controllers

Double click the device for which you need to install a driver.

General | Driver | Details | Events

General | Driver | Details | Events

DED Geonautics Dengle |

Device type: Cther devices

Manufacturer:  Linknown

Location Port_0002. Hub_#0004
Device status

ﬂE’D Blackiin USB Device

Devicetype:  Other devices

Manufacturer:  Unknown

Location Fort_#D005. Hub_#0008
Device status

The drivers forthis device are not installed. (Code 28)
| To find a driver for this device, click Update Driver.

The drivers for this device are not installed. {Code 28)
| To find a driver for this device. click Update Driver.

Cancel

Cancel
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Select Update Driver.

How do you want to search for driver software?

| & search automatically for updated driver software |
Windows mllm(h,wmmm“lhlm for Il!l lIu.l dm!r wﬂvﬂl! i
Toryoue devic ¥ |

Locate and install derver soltware manually,

Select Browse my computer for driver software.

Browse for driver software on your computer

Search for driver software in this location:

IC:\Program Files (xB6)\Joey\Drivers| v| Browse... |

[+ Include subfolders

# Let me pick from a list of device drivers on my computer
This list will show i driver ible with the device, and all driver
software in the same category as the dEUi(E

Browse to the location of the USB Download Drivers.
The default install location is:

C:\Program Files\Joey\Drivers on 32-bit systems, or
C:\Program Files(x86)\Joey\Drivers for 64-bit systems.
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Make sure to select Include subfolders.

Select Next.

Would you like to install this device software?

Name: CDM Driver Package - Bus/D2XX Driver
- Publisher: Geonautics International Pty. Ltd.

1 Always trust software from "Geonautics Install || Don't Install |

Internaticnal Pty. Ltd.".

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

Windows installs the driver and displays a completion message.

Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

Geonautics Dongle | Device
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A.2 Windows XP & Windows 7 Dongle Device
Driver Installation

Ensure the Joey Software installation media is in the computer. (If you

have previously installed Joey and the auto-install begins press

Mo |when you are warned it is already installed.)

When the supplied USB cable is plugged into your computer’s USB
port Windows displays a “Found New Hardware” popup.

i) Found New Hardware i) Found New Hardware

Geonautics Dongle T Device Blackfin USE Device

Figure 64, Windows Found New Hardware Balloons

~

The found new hardware wizard is displayed.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search for current and updated software by

looking on your computer, on the hardware installation CO, or on
b zite [with your permizzion).

Can ‘Windows connect to *Windows Update to search for
software?

(O Yes, this time only
(O 'es. now and every time | connect a device
(O Mo, not this lime

Click Mest to continue.

Cancel

Windows asks if it can search for a driver on the internet.

Select “No, not this time” and click __e#>
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Found New Hardware Wizard

Thig wizard helps you install software for:

Geonautics Dongle | Device

Z:-) If your hardware came with an installation CD

“4E or floppy disk. insert it now.

‘what do you want the wizard to do?

®iln

O Install fram a list or zpecific location [Advanced)

Click Mest to continue.

[ < Back ” Mest > ][ Cancel ]

Windows asks to either install the driver automatically or search for
the driver in a specific location.

Select the "Install the software automatically (Recommended)" option.

Pressing starts a search for the appropriate driver. Once the
driver is found, a warning message associated with the Dongle
installation may be displayed.

Hardware Installation

L E The zoftware pou are installing for this hardware:
-

Geonautics Dongle | Device

hasz not passed *windows Logo testing to wverify its compatibility
with Windows =P, [Tell me why this testing is important. |

Continuing your installation of thig software may impair
or destabilize the commect operation of your system
either immediately or in the future. Microszoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anyway ] [ STOP Installation |
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If a warning window is displayed press _Contrue Ay | to start the driver
installation.

Found New Hardware Wizard

Please wait while the wizard installs the software

; Geonautice Dongle | Device

FTDZAUN exe
To CAWINDDWSASystem32

< Bachk | et I [Earice| I

As the installation finishes, a final completion dialog box is displayed.

Found Hew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software for,

% Geonautics Dongle | Device

Click Finish to close the wizard

< Back ([l

Press

The appropriate USB driver is installed.
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A.3 Troubleshooting the USB Downloader

If you are having trouble connecting your recorder to the Joey
Software, take the following steps.

Before starting this procedure, ensure all applications have been
closed.

Disconnect, then reconnect the USB Downloader cable to be used on
the USB port.

Disconnect all unused USB devices from the PC. Then reconnect the
USB Downloader (Donglel or 3) cable to be used into the USB port.

From the Windows desktop, load the System Properties by holding
down the Windows (#) key and pressing the Pause key.

Alternatively, right click on the This PC in Windows 10 or the My
Computer icon in Windows 8 and select Properties from the menu

that appears.

The System Properties window should now be displayed.

1 1B+ ControlPanel + System and Security » System v &
Control Panel Home 2 3 ;
View basic information about your computer
& Device Manager Windows edition
[ Remote settings Windows 8 Pro --
) System protection © 2012 Microsoft Corporation. All rights reserved .. W
@ Advanced system settings Get more features wiith a new edition of Windows
System
Rating: Windows Experience Index
Processor: Intel(R) Core(TM) i7-4500U CPU @ 2.10GHz 2.70 GHz
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings

Windows 8 System Properties Window
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Windows 10: Click the Device Manager link in the list on the right of
the System Properties window.

Windows 8, 7, Vista-only: Click the Device Manager link in the top
left of the System Properties window.

Windows XP-only:

System Properties. @EI

ore Automatic Updates Remote:

Computer Name Hardware Advanced
System
Microsoft Windows XP
Professional
/ 'U Version 2002
L'[ r Service Pack 2
/
. . Registered to
— user
Manufactured and supported by Dell Optiplex GX745

Intel(R) Core(TM)2 CPUI

6400 @ 2.13GHz

2.13GHz, 2.00GB of RAM

Physical Address Extension
==

Windows XP System Properties Window
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Select the Hardware tab.

System Properties

SwtemPesiore | AutomaficUpdates _}  Fomole
General Computer Name | Hardwate Advanced
Device Manager

on your computer. Use the Device Manager to change the

i The Device Manager lists all the hardware devices installed
= properties of any device.

Drivers

Diriver Signing lets you make sure that installed divers are
compatible with Windows. Windows Update lets you set up
how Windows connects to Windows Update for drivers.

[ Driver Signing | [ WindowsUpdate |

Hardware Profiles

- Hardware profiles provide a way for you to set up and store
different hardware configurations.,

Hardware Prafiles

[ox ][ coce ]

Windows XP-only: Click the Device Manager button. The Device
Manager window is displayed.

¥ (2 Muman Inberface Devices.
% i TDE ATAJATAF] controlers
4 e Epboards
477 Mion and cther ponting deviors
Hun + qmm
4 % I Mebwork adacters
o4 ¥ ¥ Ports (COMBLPTY
+ o Preceisert
B Sour, video s g cartvlers
# - System devices
- Uriverssl Seeisl Bus controbers
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Windows 10, 8, 7, Vista, XP:

Click the “+” sign next to Universal Serial Bus controllers. This
displays a list of USB devices including the Nautics Group Dongle I
Device.

LT, Device Managar
Fls Aion Vew Help
----- a8 2E 3

+ B Sourd, video and game controlers -
# i System devices
= S Urrversal Sarial Bus controliers I
Geonautics Dongle | Device 440
Inted(R) ICHS Famiy LISE Universal Host Controller - 2504
Intek(R) ICH Famly LISE Universal Host Controller - 2935
Inted(R) ICHS Famdy LSS Universal Host Controller - 2506
Intek(F) 1CHD Famsly USB Universal Host Controller - 2937
Intel(R) 1CHS Famly LIS Universal Host Controller - 2930
Inted(R) ICHA Family LISE Universal Host Controler - 2509
Intek(R) ICHS Farmily USBZ Enhanced Host Controlier - 2934
Inted{R) ICHS Famdy LISEZ Enhanced Host Controller - 2930
LIS8 Mass Storage Device
S8 Root Hub
LS8 Rioot Hub
USE Root Hub
LS Root Hub
LS8 Rt Hub
USE Root Hub
LS8 Fioot Hub
USB Root Hub -

Where a Dongle3 has been installed the driver appears as an ADI
Development Tool as below.

T, Device Manager

Fle Action View Help

-+ B & B 8

508
= I ADI Development Took _*__——
W Blackfin BFSCT LISE Device
= ) Bustooth Rados
& iy Computer
+) cam D chives
& 8 Duplay sdapters
* L DVDCD-ROM drives
+ (@ Human Interfacs Devices
+i 2 IDE ATAJATAR] controlers
+ s Neybowds
= 7y Mice and other pointing devices
o i Mok
& W Netwrorh acdagtors
& 5 Ports (COMBLPT)
= W Processors
+ @, Soure, video and game controllers
# i System devices
Universal Serisl Bus controlers

When running Joey Software ensure that you have the correct port
selected. If you are using a USB downloader then you must ensure
that the correct USB downloader is selected in the Joey Software.

If more than one of the same type of USB Downloader is
connected to a computer at a time, USB errors may occur.
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APPENDIX B AUDIO FILE INTEGRITY

To ensure the validity of the recorded data sets and to safeguard
continuity of evidence, the *.IM2 and *.IX2 audio files use a packet
data format that intertwines the recorded data with extra information
so that data verification and integrity checking is possible. Packets are
totally self-contained to prevent unauthorized changes of the audio
image file. The data is further protected by the proprietary nature of
the format and by data encryption for some models of the recorders.

The size of each audio packet generally represents between 0.005 and
0.15 seconds depending on the configuration and model of recorder.

The Authenticate program included with your recorder goes into
more detail on how audio file integrity is implemented and can be
verified. Consult your Authenticate wuser guide for more
information.

An explanation of some the major integrity sources incorporated into
each, and every packet of the audio image file follows.

B.1 Unique UNIT ID

Each recording device is given a unique UNIT ID at the time of
manufacture. The UNIT ID is coded into the internal memory of the
unit and cannot be changed by the user.

The UNIT ID ensures audio image files from two or more different
recorders have not been combined to create a new audio image file.

B.2 Unique Recording FILE NUMBER

Every recording made on a particular recording device, is given a
unique FILE NUMBER. The FILE NUMBER is generated by the
recording device and cannot be nominated by the user.

The FILE NUMBER ensures audio image files from two or more
different recordings have not been combined to create a new audio
image file.
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B.3 TIMING Sequence

Each packet of audio data knows its position within the audio image
file. The TIMING sequence is internally generated by the device and
cannot be changed.

The TIMING sequence ensures sections of audio are not moved from
their original position within the audio image file. On some recorders
the timing sequence can be related back to recorder’s internal real
time clock, on others it represents the elapsed time.

time clock as set by the user. Integrity is performed on the
sequence of the timing not upon the absolute value. Failure
to correctly set the device' s real-time clock does not affect
the integrity of the audio imagefile.

@ The current time if available is based on the recorder’s real-

B.4 CHECKSUM Errors

Each individual byte of audio data stored in the image file packet is
manipulated to produce a CHECKSUM for the complete packet. At
the time of verification, a newly calculated CHECKSUM is compared
to the CHECKSUM created at the time of recording to verify the
complete data packet.

The CHECKSUM ensures each byte of audio data stored has not
changed since the time of recording.

B.5 Irregularities
Irregularities within recordings are expected from time to time.

With analogue recordings we are accustomed to hearing a small
amount of static, hissing or the occasional click or pop in the replayed
audio. These are all evidence of irregularities, the difference with a
digital product is that any such irregularities can be exactly quantified
and are therefore brought to our attention.

If irregularities do occur in a file being authenticated, they should be
assessed with a view to determining how much data is in question,
where in the file the irregularity has occurred, and what relevance that
section of data in question has to the audio file.
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B.6 What are Irregularities

Most people have experienced a CD which skips during playback or a
computer disk which contains errors, both are good examples of what
might happen to an *.IM2 or *.IX2 file from time to time.

Irregularities are pieces of data that are corrupt or otherwise damaged
and cannot be validated by the authentication process. They are not
necessarily wrong; they just cannot be verified as correct.
Irregularities can be short, possibly less than a 10" of a second, or last
for several minutes and causes the audio to be unusable during that
section of the file. Unusable audio sounds like loud static, or possibly
silence.

Irregularities in one section of a file have no influence on the other
parts of an audio file.

B.7 How Can Irregularities Occur

There are three main areas where irregularities can occur, during
recording, during transfer and during storage.

Some reasons for the failure include,

e Interference from other electronic devices, such as cell
phones or radio transmitters.

Power fluctuations to the unit.

Physical influences such as shock or pressure.

Minor electronic failures.

Computer glitches during transfer.

Damage to the storage medium.

Note: This is not a complete list.
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B.8 Tampering

Most people with a computer could, with a little help or training, cut
and paste an audio file to change it from the original. There may be a
perception held by people that the same be true for *.IM2 & *.IX2
files. This is not the case.

*IM2 & *IX2 files are specifically designed to stop such
interventions. When authenticated, tampering would be evident by
large section of audio showing up as RED and containing
irregularities in,

e B.1 Unique UNIT ID

e B.2 Unique Recording FILE NUMBER
or

e B.3 TIMING Sequence

Reverse engineering the packets and modifying the identifiers
themselves is stifled by the chosen file format as explained in

Appendix B.

B.9 When Irregularities Occur

If irregularities do occur then their effect on the integrity of the audio
product should be assessed by ascertaining the length of the unusable
section, its position in the file, and its influence on the remainder of
the audio.

Once again, the file format chosen is specifically designed so that
irregularities in one section of a file have no influence on the other
parts of an audio file.
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APPENDIX C QUICK MENU GUIDE

Menu Item Link Description
File
Open ... 4.22 Open IX2/IM2 or WAV file for playback
Convert to WAV ... 4.21 Converts an existing IX2/IM2 file to
WAV format.
Exit 4.27 Exit Joey Software
Commands
Download 4.8 Downloads the selected recordings
Time and Date ... 4.3 Check / Set the recorders time or date
Timer Recording ... 4.19 Set the recorder to record
automatically
Set or Clear PIN ...  4.18 Limit access via Joey Software
Erase 4.9 Erase ALL recordings on the recorder
Format Recorder 4.10 Low level format (also erases the
recorder)
Exit Test Mode 4.26 Returns to full operation mode
Query
Recorder
Refresh List 4.13 Manually update recordings list
Firmware Version 4.14 Version information about the recorder
Memory Size ...  4.15 Memory installed in the recorder
Bad Blocks ... 4.11 Information derived from last format
USB Version ... 4.16 Hardware of the USB dongle
Tools
Edit Profiles ... 4:422 View or create recording profiles
Configuration ... 4.2 General program settings
View Log 4.2.6  Communications log used to debug
Administration 4.19 Password control of options
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APPENDIX D
TTI / TACTICAL TECHNOLOGIES INC - WARRANTY

LIMITED (1) ONE YEAR WARRANTY

TTI Warrants its devices and equipment for a period of one (1) year from date of
shipment to be free from defects in workmanship or materials unless otherwise stated.
The liability of TTI, under this warranty is limited to repair or replace, at its option, for
any devices which are returned by the Purchaser during such warranty period, provided:

®  TTIis notified in writing within five days, after discovery of such defects by
the Purchaser. Proof of purchase must accompany notification.

®  The defective units are returned to TTI with transportation charges Prepaid
by the Purchaser. NO C.0O.D. shipments will be accepted.

®  Equipment damaged in shipment must be reported to and claim forms filed
with carrier by customer. In shipments from TTI, notice and claim
procedures will be initiated by TTI.

®  TTI's examination of such units shall disclose to its satisfaction that such
defects exist and have not been caused by misuse, misapplication, neglect,
improper installation, improper storage, alteration, physical damage or
accidents.

®  The warranty shall not apply to microphones, batteries, antennas, crystals, or
material ordinarily susceptible to field damage or any accessories of a
disposable nature.

®  This warranty does not apply to, and TTI does not independently warrant,
items or systems sold by TTI which are produced by other manufacturers'
and or which warranty cards of documents of the original manufacturers are
included in shipment from TTI. With respect to such items, the purchaser
must look to the warranty of the original manufacturer and TTI disclaims all
warranty, expressed or implied.

In no event shall TTI be liable to the Purchaser for incidental, collateral, or
consequential damages of any nature arising from the use, performance, sale, resale, or
distribution of any of its products or from any cause or nature whatsoever.

This warranty is in lieu of all other warranties expressed or implied.
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